
How Does It Work? Further Information
¶ The JANET Roaming infrastructure is based 

upon a hierarchy of RADIUS proxy servers:

o Organisational RADIUS Proxy Server 
(ORPS)

o National RADIUS Proxy Server (NRPS)

o International RADIUS Proxy Server (IRPS)

¶ Web based redirect or IEEE 802.1x 
authentication methods.

¶ Works over both wireless and ýxed wired 
networks. When using wireless, look for the 
óeduroamô SSID.

¶ When roaming, a userôs authentication request 
is sent to the visited organisationôs ORPS 
which forwards the request on to the NRPS.

¶ The NRPS forwards the request on to the 
userôs home ORPS for their details to be 
veriýed. 

¶ An authentication response is sent back from 
the userôs home ORPS to the visited ORPS via 
the NRPS.

¶ Having been authenticated at their home 
organisation the roaming user is granted 
network access at the visited organisation.

¶ The JANET Roaming website
http://www.ja.net/roaming/

¶ IT Managersô Document
http://www.ja.net/roaming/documentation/it-managers.pdf

¶ Deployment Guide 
http://www.ja.net/roaming/documentation/
deploymentguide.pdf

¶ User Guide
http://www.ja.net/roaming/documentation/userguide.pdf

¶ Technical Speciýcation
http://www.ja.net/roaming/documentation/techspec.pdf

¶ Policy Document
http://www.ja.net/roaming/documentation/policy.pdf

¶ Application Form
http://www.ja.net/roaming/joining/applicationform.pdf

or contact JANET Customer Service
Tel: 0870 850 2212
Fax: 0870 850 2213
E-mail: service@janet.ac.uk
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What is JANET Roaming? Beneý ts What Is Required?
For the User: 

¶ Network access at all participating 
organisations worldwide.

¶ Same username and password regardless of 
location.

¶ Access to a broad set of services such as 
internet access, e-mail and VPN remote 
access, depending upon facilities set up by the 
home organisation.

¶ Free at point of use.

For the Network Manager: 

¶ Removes the administrative burden of guest 
accounts.

¶ Sets common security standards and enables 
traceability.

¶ Fully supported JANET service.

To use the service:

¶ When roaming, login with the same 
username and password that you use 
at your home organisation. A list of 
participating organisations can be found at:
http://www.ja.net/roaming/jrs-org-map.html 

¶ Browse the web and access services such 
as e-mail and ý le servers that your home 
organisation makes externally available.

¶ When abroad, login in the same way 
where you see the eduroam logo. A list of 
participating countries can be found at:
http://www.eduroam.org

To deploy the service:

¶ A RADIUS server to handle user 
authentication requests at the participating 
organisation.

¶ A guest network or VLAN for visitors.

JANET Roaming is a service that lets a guest 
user (for example staff and students visiting 
another organisation) use their own username 
and password to gain guest network access at a 
visited organisation. Visitors no longer need to be 
issued with temporary accounts ï instead, they are 
authenticated via the JANET Roaming service.
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1. A user enters their username and password at 
a visited organisation.

2. An authentication request is forwarded to the 
userôs home organisation via the National 
JANET Roaming servers.

3. The userôs credentials are authenticated at 
their home organisation and the response is 
sent back to the visited site.

4. The user gains guest network access at the 
visited organisation without needing to trouble 
the local IT staff for a guest account.
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